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Abstract of the contribution: an alternative for the realization of the requirements on IMS registration control.
Introduction

In another discussion paper, we propose to use the NASS-IMS-bundled Authentication procedure for IMS registration control when NASS is available.

However, if NASS is not deployed or P-CSCF does not support NASS query, it is difficult to get detailed user location information. So we take IP address as a consideration for registration control in this scenario.
There are two proposed solutions below.

Solution Alternatives 
1
Reuse NBA procedure
The user location information(i.e. IP address) is stored in HSS. The S-CSCF compares the location information (i.e. IP address) to check whether the registration is allowed or not. See detailed flow below.
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Figure 1: S-CSCF Based IP Comparing
1. The UE sends a new SIP Register message carrying the access network identity to the P-CSCF.
2. The P-CSCF forwards the Register message to the I-CSCF.

3. The I-CSCF interacts with the HSS through a Cx-Query/Cx-Selection message to select a corresponding S-CSCF for processing the Register message.
4. The I-CSCF forwards the Register message carrying the source IP address of the Register message received by the P-CSCF to the S-CSCF.

5. The S-CSCF sends a Cx-AuthDataReq message to the HSS requesting the authentication data of the user.  

6. The HSS checks the user profile and returns a Cx-AuthDataResp message to the S-CSCF. The allocated IP address for the user is also sent to the S-CSCF together with the anthentication data according to the SIP-Auth-Data-Item AVP stated in TS 29.229.
7. The S-CSCF authenticates the UE by comparing the location info embedded in the REGISTER message with the location information received from the HSS. If they match, it means that the registration is allowed and the processing continues.
8. The S-CSCF sends a Cx-Put message to the HSS to update the S-CSCF indication information in the HSS and notify the HSS that it has been assigned to serve this user.

9. The S-CSCF downloads the user profile from the HSS through a Cx-Pull message.

10-12. The S-CSCF sends a 2xx Auth_OK message to the UE.
At step 7, when considered together with NBA procedure, during which Line-id will be compared, there are four scenarios to be considered:

The location info embedded in the REGISTER message and the returned authentication data includes both the Line-id and IP address, Line-id takes precedence over IP address;

The location info embedded in the REGISTER message and the returned authentication data includes both the Line-id and IP address, IP address takes precedence over Line-id;

The location info embedded in the REGISTER message and the returned authentication data includes only Line-id;

The location info embedded in the REGISTER message and the returned authentication data includes only IP address.

Which information to be compared for registration control depends on the operator policy. We recommend that Line-id is better.
2
HSS Based IP Comparing when NASS is not available
The user location information(i.e. IP address) is stored in HSS. The HSS compares the location information (i.e. IP address) to check whether the registration is allowed or not.
This clause depicts the HSS Based IP Comparing for registration control procedure.
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Figure 2: HSS Based IP Comparing
1. The UE sends a new SIP Register message carrying the access network identity to the P-CSCF.
2. The P-CSCF forwards the Register message to the I-CSCF.

3. The I-CSCF interacts with the HSS through a Cx-Query/Cx-Selection message to select a corresponding S-CSCF for processing the Register message. Different from the current procedure, the Cx interface need to be extended for the purpose of forwarding the IP address received from P-CSCF to HSS.
4. The HSS compares the source IP address of the Register message received by the P-CSCF with the IP address stored in itself. If the source IP address of the Register message received by the P-CSCF is consistent with the IP address stored in the HSS, it means that the registration is allowed; otherwise, it means that the the registration is not allowed. The HSS returns the Cx-Query/Cx-Selection Resp message with the compared result to I-CSCF.
5. The I-CSCF performs normal registration procedure according to the result returned from HSS if registration is allowed.
Solution comparison

	Alternative ▶
Criteria▼
	S-CSCF Based IP Comparing
	HSS Based IP Comparing

	Advantages
	Comply with current NBA authentication procedure

Comply with the solution when NASS is available
	Restrict the registration at early phase
Comply with roaming restriction function at registration procedure

	Cx Impact
	No
	Need to extend the Cx interface

	I-CSCF Impact
	No
	Need to distinguish the access type then determine whether to send the IP address or not

	S-CSCF Impact
	Compare the IP address
	No

	HSS Impact
	Transfer the IP address to S-CSCF according to SIP-Auth-Data-Item AVP in TS 29.229
	Compare the IP address


Conclusion

Regarding the comparison above, we prefer the S-CSCF based IP comparing solution. The related CR is S2-130374.
HSS based IP comparing solution is also acceptable, which the related CR is S2-130377.
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